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4ipnet Wireless Hotspot Gateway W H G 1 0 1  
www.4ipnet.com 

 
The increasing 
nu m b er o f  t rav el ing 
w o rk ers and  m o b il e 
u sers,  co u p l ed  w it h 
t he m ark et ing 
d em and s t o  
f acil it at e cu st o m ers 
w it h m o re 
v al u e-ad d ed  

serv ices in t o d ay ’s co m p et it iv e b u siness w o rl d ,  are d riv ing 
t he t rend  t o w ard  w irel ess I nt ernet  access in p u b l ic 
l o cat io ns – w het her in co f f ee sho p s,  b o o k st o res,  ho t el  
l o b b ies,  co nv ent io n cent ers,  o r airp o rt  t erm inal s. The 
4i p n e t  W i r e l e s s  H o t s p o t  G a t e wa y  W H G 1 0 1  wi t h  b u i l t -i n  
a c c e s s  p o i n t  is d esigned  t o  p ro v id e an easy -t o -u se,  
al l -in-o ne so l u t io n f o r secu re,  m anageab l e,  and  
high-sp eed  w irel ess I nt ernet  access. 
 
The d u al -m o d e 8 0 2 .1 1 b / g W H G 1 0 1  can im m ed iat el y  
achiev e co m p at ib il it y  w it h ex ist ing net w o rk  
co nf igu rat io ns,  and  f u rt herm o re,  ho t sp o t  o p erat o rs can 
ad d  ad d it io nal  sw it ches and  access p o int s t o  ex p and  
w irel ess co v erage b ased  o n t heir d ep l o y m ent  
req u irem ent s. The W H G 1 0 1  int egrat es “ s e c u r e  a c c e s s  
c o n t r o l ” ,  “ v i s i t o r  a c c o u n t  p r o v i s i o n i n g ” ,  a n d  “ h i g h -s p e e d  
s e c u r e  wi r e l e s s  c o n n e c t i o n ”  int o  o ne b o x  t o  f u l f il l  t he 
need s d em and ed  b y  a p u b l ic w irel ess net w o rk . 

 
 
F E A T U R E S  &  B E N E F I T S  
 
Easy Installation and Operation 
� S u p p o rt s v ario u s b ro ad b and  d ep l o y m ent  o p t io ns 

( T1 ,  D S L ,  C ab l e)  v ia st at ic I P ,  D H C P ,  P P P o E ,  and  
P P TP  

� I nt egrat ed  access p o int  enab l es W i-F i access and  
el im inat es t he need  f o r ad d it io nal  d ev ice 

� B u il t -in u ser d at ab ase p ro v id es su f f icient  acco u nt  
cap acit y  f o r d if f erent  o p erat io n scenario s 

� W o rk s w it h inst ant  acco u nt  generat o r t o  p ro v id e 
u ser acco u nt s f o r v isit o r-b ased ,  o n-d em and  
o p erat io ns 

 
Integ rated S ec u rity F eatu res 
� S t and ard s-b ased  d at a encry p t io n and  u ser 

au t hent icat io n:  W E P ,  W P A ,  I E E E  8 0 2 .1 x  
� S ecu re gu est  and  ad m inist rat o r access u sing 

w eb -b ased  l o gin and  ad m inist rat io n o v er S S L  
� C o nf igu rab l e p ack et  f il t ering p o l icies enhance 

d at a t raf f ic secu rit y  
� B u il t -in D o S  p ro t ect io n k eep s m al icio u s hack ers 

f ro m  co l l ap sing t he net w o rk  
 
Ef f ec tiv e U ser M anag em ent 
� C o m p l et e au t hent icat io n m echanism  b l o ck s 

u nau t hent icat ed  u sers f ro m  access t o  t he net w o rk  
� R o l e-b ased  and  p o l icy -b ased  co nt ro l  p o l icies 

enhances t he p ro t ect io n against  m al icio u s u sers 
� “ O n-l ine u ser l ist ”  m o nit o rs real -t im e st at u s o f  each 

ind iv id u al  u ser 
� A l l o w s sessio n ex p irat io n co nt ro l  f o r 

gu est / o n-d em and  u sers b y  t im e and  d at a v o l u m e 
 
F lex ib le A c c ou nting  and B illing  
� P ro gram m ab l e b il l ing p ro f il es al l o w  o p erat o rs t o  

cu st o m iz e t he b il l ing p l ans f o r o n-d em and  u sers 
� B and w id t h co nt ro l  enab l es cl ass o f  serv ice f o r 

d if f erent  l ev el s o f  u sers and  m ax im iz e p ro f it s 
� D et ail ed  p er-u ser t raf f ic hist o ry  l o g f o r anal y sis and  

reco rd  k eep ing 
� B il l ing rep o rt  giv es a su m m ary  o f  t ransact io n 

reco rd s f o r o n-d em and  u sers 
 
 

 TM  
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S P E C I F I C A T I O N S  
 
N e t w o r k i n g  

� Su pports R ou ter,  N AT  m od e 
� Su pports static I P ,  D H CP ,  P P P oE ,  P P T P  D ial-u p 
� Controllab le L AN  ports req u iring au thentication 
� Su pports I P  P lu g and  P lay ( I P  P nP )  
� Su pports I nter-su b net roam ing 
� B u ilt-in D H CP  Server and  su pport f or D H CP  relay 
� Su pports N AT :  

( 1 )  I P / P ort D estination R ed irection 
( 2 )  D M Z  Server M apping 
( 3 )  V irtu al Server M apping 

� Conf igu rab le static rou te 
� Su pports SM T P  red irection 
� Su pports W alled  G ard en ( f ree su rf ing z one)  
� Su pports M AC Ad d ress P ass-T hrou gh 
� Su pports H T T P  P rox y 
� T hrou ghpu t:  9 0  M b ps 

 
S e c u r i t y  

� Su pports d ata encryption:  W E P ( 6 4 / 1 2 8-b it) ,  W P A 
� Su pports au thentication:  W P A-P SK ,  I E E E  80 2 . 1 x  

( E AP -M D 5 ,  E AP -T L S,  CH AP ,  P E AP )  
� Su pports V P N  P ass-T hrou gh ( I P Sec and  P P T P )  
� Su pports D oS attack  protection 
� Su pports L ayer 2  isolation 
� Su pports M AC Access Control L ist 
� Conf igu rab le u ser B lack  L ist 
� Allow s M AC ad d ress and  u ser id entity b ind ing f or 

local u ser au thentication 
 

U se r  M a n a g e m e n t  
� Su pports u p to 5 0  concu rrent u sers 
� Su pports 5 0 0  local accou nts 
� Su pports 2 , 0 0 0  on-d em and  accou nts 
� P rovid es gu est accou nts 
� Su pports 5  sets of  b lack  list w ith 4 0  entries in each 

b lack  list 
� Sim u ltaneou s su pport f or m u ltiple au thentication 

m ethod s ( L ocal and  O n-d em and  accou nts,  P O P 3 ( S) ,  
L D AP ,  R AD I U S,  N T  D om ain)  

� R ole-b ased  and  policy-b ased  access control 
( per-role assignm ents b ased  on F irew all P olicies,  
R ou ting,  L ogin Sched u le,  B and w id th,  Q u ota,  and  
Session T im e)  

� U ser Session M anagem ent:  
( 1 )  SSL  protected  login portal page 
( 2 )  Su pports m u ltiple logins w ith one single accou nt 
( 3 )  Session id le tim er 
( 4 )  Session/ accou nt ex piration control 
( 5 )  F riend ly notif ication em ail to provid e a hyperlink  

to login portal page  
( 6 )  W ind ow s d om ain single sign on 
( 7 )  Conf igu rab le login tim e f ram e 

 

M o n i t o r i n g  a n d  R e p o r t i n g  
� O nline statu s m onitoring of  u sers 
� I P -b ased  m onitoring of  d evices 
� W AN  f ailu re alert 
� Syslog I nf orm ation 
� Su pports ex ternal Syslog server 
� U ser traf f ic history logging 

A c c o u n t i n g  a n d  B i l l i n g  
� B u ilt-in b illing prof iles f or on-d em and  accou nts 
� E nab les session ex piration control f or on-d em and  accou nts 

b y tim e ( hou r)  and  d ata volu m e ( M B )  
� P rovid es b illing reports on screen f or on-d em and  accou nts 
� D etailed  per-u ser traf f ic history b ased  on tim e and  d ata 

volu m e f or b oth local and  on-d em and  accou nts 
� T raf f ic history report in an au tom atic em ail to ad m inistrator 
� Su pport Au thoriz e.net cred it card  paym ent gatew ay 
� Su pport P ayP al paym ent 

 

S y st e m  A d m i n i st r a t i o n  
� W eb -b ased  m anagem ent U I  
� Cu stom iz ab le login and  logou t portal page 
� Su pport f or SN M P  v2  
� SSH  rem ote m anagem ent 
� R em ote f irm w are u pgrad e 
� N T P  tim e synchroniz ation 
� Console CL I  su pport 
� Conf igu ration f ile b ack u p and  restore 

 

W i r e l e ss R a d i o  S p e c i f i c a t i o n s 
� W i-F i stand ard :  I E E E  80 2 .1 1 b / g 
� W ireless I nterf ace:  1  x  Atheros 80 2 . 1 1  b / g ( 1 1 / 5 4  M b ps)  
� F ield -replaceab le Antenna 
� Antenna D iversity 

 
H a r d w a r e  S p e c i f i c a t i o n s 

� CP U :  I ntel I X P  4 2 0 ,  2 6 6  M H z  
� F lash M em ory:  3 2  M B  
� D ynam ic M em ory:  6 4  M B  
� B u ilt-in,  real-tim e clock  to su pport applications su ch as 

logging and  accou nting that req u ire an accu rate tim e 
stam p 

� E thernet I nterf aces:  5  x  F ast E thernet ( 1 0 / 1 0 0  M b ps)  
 
P h y si c a l  a n d  P o w e r  

� P ow er:  1 1 0 ~ 2 4 0  V AC,  5 0 / 6 0  H z  
� F orm  F actor:  M ini-b ook  
� D im ensions ( W  x  D  x  H ) :  9 .6 "  x  6 .2 "  x  1 .8"  ( 2 4 3  m m  x  1 5 8 m m  x  

4 5 . 5  m m )  
� W eight:  2 .8 lb s ( 1 .2 7  k g)  

 
C o n n e c t o r s a n d  D i sp l a y  

� W AN  P orts:  1  x  1 0 B ASE -T / 1 0 0 B ASE -T X  R J -4 5  
� L AN  P orts:  4  x  1 0 B ASE -T / 1 0 0 B ASE -T X  R J -4 5  
� Console P ort:  1  x  R J - 1 1  
� L E D  I nd icators:  1  x  P ow er,  1  x  W AN ,  4  x  L AN ,  1  x  W L AN  

 
E n v i r o n m e n t  

� O perating T em peratu re:  0  ~  4 5  oC 
� Storage T em peratu re:  –2 5  ~  5 5  oC 

 

C e r t i f i c a t i o n s 
� CE ,  F CC 

4ipnet   WHG1 0 1  TM 


